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Overview  
[ŜǘΩǎ ōŜ ƘƻƴŜǎǘΥ ǎƻƳŜ ŀŘƳƛƴƛǎǘǊŀǘƛǾŜ ǘŀǎƪǎ ŀǊŜ ŀ Ǉŀƛƴ ƛƴ ǘƘŜ Ŧƻƻǘ ŀǎ ǘƘŜȅ ŀǊŜ ŜƛǘƘŜǊ ŘƛŦŦƛŎǳƭǘ ǘƻ 

implement or require heavy scripting action. Some of them even require you to import some registry 

ŜȄǇƻǊǘ ŦƛƭŜǎ ōŜŎŀǳǎŜ ǘƘŜǊŜ ŀǊŜƴΩǘ DǊƻǳǇ tƻƭƛŎȅ ǎŜǘǘƛƴƎǎ ƻǊ ADM templates for them around.  

To get around these issues, we can use Group Policy Preferences with 21 new Client Side Extensions 

that implement a heck of functionality we were missing until now. The perquisites and requirements 

can be found here: http://support.microsoft.com/kb/943729. You basically need to download and 

install the Client Side Extensions on all target machines. Additionally, you need a management 

station with Server 2008 installed (member server is sufficient) or a Vista SP1 machine with RSAT 

ƛƴǎǘŀƭƭŜŘΦ ¢ƻ ōŜ ŎƭŜŀǊΥ ǘƘŜǊŜΩǎ ƴƻ ƴŜŜŘ ǘƻ ƘŀǾŜ ȅƻǳǊ !5 ǎŎƘŜƳŀ ŜȄǘŜƴŘŜŘ ƻǊ ŀ нллу 5/ ƛƴ ǇƭŀŎŜΦ 

This article is (hopefully) about what Group Policy Preferences can do and how they can help you 

minimize overall scripting in your environment. 

Drive Mappings  
One of the things every administrator under us certainly created once in his career is drive mappings. 

Drive mappings help users place their documents on the same server with the same drive letter all 

the time. We usually map drive using scripts, like \ \bananas\ important documents and provide 

special drive letters to them so people can use them like their local drives. For a batch file, we could 

simply use 

NET USE U: ñ\ \ bananas \ important  documentsò /persistent:no 

to ƳŀǇ ǘƘŜ ōŀƴŀƴŀǎ ǎŜǊǾŜǊ ǎƘŀǊŜ άƛƳǇƻǊǘŀƴǘ ŘƻŎǳƳŜƴǘǎέ ǘƻ ¦ΥΦ ¢ƘŀǘΩǎ ǇǊŜǘǘȅ Ŝŀǎȅ ǿŜ Ŏŀƴ ǎŜŜ ς but 

what if we wanted to filter the sharing a little bit? What if we wanted to have a couple of shares 

ŎƻƴƴŜŎǘŜŘ ŀƴŘ ƳŀǇǇŜŘ ōŀǎŜŘ ƻƴ ŎŜǊǘŀƛƴ ŎǊƛǘŜǊƛŀ ƭƛƪŜ ǘƘŜ ǳǎŜǊΩǎ group membership in a AD security 

ƎǊƻǳǇ ƻǊ ǘƘŜ ƳŀŎƘƛƴŜΩǎ ƻǇŜǊŀǘƛƴƎ ǎȅǎǘŜƳΚ {ŎǊƛǇǘƛƴƎ ǘƘŀǘ ǿƻǳƭŘƴΩǘ ōŜ ǘƘŀǘ ŜŀǎȅΦ 

This is where Preferences can help. Under User Configuration\ Preferences\ Windows Settings\ Drive 

Maps we can find the corresponding Preference settings. {ŜƭŜŎǘƛƴƎ άbŜǿέ ŦǊƻƳ ǘƘŜ ŎƻƴǘŜȄǘ ƳŜƴǳΣ 

ǿŜ Ŏŀƴ ŀŘŘ ŀ ƴŜǿ ŘǊƛǾŜ ƳŀǇǇƛƴƎΦ ¸ƻǳΩƭƭ ƴƻǘƛŎŜ ǘƘŀǘ ǘƘŜ ¦L ǘƻ ŀŘƳƛƴƛǎǘŜǊ ǇǊŜŦŜǊŜƴŎŜǎ ƛǎ Ŝŀǎȅ ǘƻ 

understand. It sometimes is a 100% copy of the UI in Windows ς it feels like you would configure 

some settings oƴ ǘƘŜ ƭƻŎŀƭ ƳŀŎƘƛƴŜΦ ¢ƘŀǘΩǎ ŀƴƻǘƘŜǊ ǘƘƛƴƎ ǿƘȅ tǊŜŦŜǊŜƴŎŜǎ ǊƻŎƪΦ 

http://support.microsoft.com/kb/943729
file:\\bananas\important%20documents
file:\\bananas\important


 

Creating a drive mapping is boring the same way it is using a script. It gets interesting as soon as we 

try to implement the filter criteria based on which we want the share mapped. Preferences can do 

this with item-ƭŜǾŜƭ ǘŀǊƎŜǘƛƴƎΦ ¢ƘŜ ǘŀō ά/ƻƳƳƻƴέ Ƙŀǎ ŀ ŎƘŜŎƪōƻȄ ƭŀōŜƭŜŘ άƛǘŜƳ-ƭŜǾŜƭ ǘŀǊƎŜǘƛƴƎέ ŀƴŘ ŀ 

button you can push. That opens up a sort of formula editor we can use to create a filter. Machines 

that are in the scope of your Group Policy with this Preference will use that filter to evaluate whether 

ǘƘŜ ǎŜǘǘƛƴƎǎ ƘŜǊŜƛƴ ƎŜǘǎ ŀǇǇƭƛŜŘ ƻǊ ƴƻǘΦ ²Ŝ ŎƘƻƻǎŜ άbŜǿ LǘŜƳέ ŀƴŘ ŎǊŜŀǘŜ ŀ ŦƛƭǘŜǊ Ƨǳǎǘ ƭƛƪŜ ǿŜ ǿŀƴǘŜŘ 

it: based on security group membership and operating system of the client. 

 

 



Power  options  
DŜǇƭƻȅƛƴƎ ǇƻǿŜǊ ƻǇǘƛƻƴǎ ǿƛǘƘ DǊƻǳǇ tƻƭƛŎȅ ƛǎƴΩǘ ŀƴ Ŝŀǎȅ ǘƘƛƴƎ ǘƻ ŘƻΦ ¢ƘŜǊŜ ŀǊŜ a few things you can 

ŘƻΣ ōǳǘ ǘƘŜȅΩǊŜ Ƴƻǎǘƭȅ ƴƻǘ ǎǳŦŦƛŎƛŜƴǘΦ {ƻ ƛǎ ǘƘŜ ŦǊŜŜ ǘƻƻƭ άǇƻǿŜǊŎŦƎέ ȅƻǳ Ŏŀƴ ǳǎŜ ǘƻ ǎŎǊƛǇǘ ǘƘŜ ƳŀŎƘƛƴŜ 

to default to hibernation or sleep mode (see: http://technet.microsoft.com/en-

us/library/cc748940.aspx). Again, we can use Preferences that come with a very common UI we all 

know: Computer Configuration\ Preferences\ Control Panel Settings\ Power Options lets you create 

Power options and Power scheme preferences. 

 

 

Notice that some settings have a green underline ς ǘƘŀǘΩǎ ŀ ǎǇŜŎƛŀƭ ŦŜŀǘǳǊŜ ƻŦ DǊƻǳǇ tƻƭƛŎȅ 

tǊŜŦŜǊŜƴŎŜǎ ǿƘƛŎƘ ƛǎ ŘŜǎŎǊƛōŜŘ ƛƴ ǘƘŜ ǾŜǊȅ ƭŀǎǘ ǎŜŎǘƛƻƴ άDǊŜŜƴ ŀƴŘ ǊŜŘ ƭƛƴŜǎ ǳƴŘŜǊ Ƴȅ ƻǇǘƛƻƴǎΚέΦ CƻǊ 

ƴƻǿ ƛǘΩǎ Ƨǳǎǘ ƛƳǇƻǊǘŀƴǘ ǘƻ ƪƴƻǿ ǘƘŀǘ ǎŜǘǘƛƴƎǎ ǿŜ ǿŀƴǘ ǘƻ ŘŜǇƭƻȅ ƴŜŜŘ ǘƻ ōŜ ǳƴŘŜǊƭƛƴŜŘ ƎǊŜŜƴΦ 

Folder Options  
Making hidden folders visible? Making system files visible to users? Not as easy as you might think, if 

ȅƻǳΩǊŜ ƴƻǘ ƎƻƛƴƎ ǘƻ Ǌƻƭƭ ƻǳǘ ŀ ƴŜǿ ǇǊƻŦƛƭŜ ǘƘŀǘ ǘƻ ŀƭƭ ǳǎŜǊǎ ǘƘŀǘ Ƙŀǎ ǘƘƛǎ ŎƻƴŦƛƎǳǊŜŘΦ ¸ƻǳ ŎŜǊǘŀƛƴƭȅ ŘƻƴΩǘ 

want to roll this out with a registry import script, do you? Another one for Preferences: Computer 

configuration\ Preferences\ Control Panel Settings\ Folder Options gives you the chance to configure 

²ƛƴŘƻǿǎ ·t ŀƴŘ ²ƛƴŘƻǿǎ ±ƛǎǘŀ ŦƻƭŘŜǊ ƻǇǘƛƻƴǎ ǿƛǘƘ Ƨǳǎǘ ǘƘŜ ǎŀƳŜ ¦L ȅƻǳΩŘ ǳǎŜ ǘƻ ŎƻƴŦƛƎǳǊŜ ǘƘŜ ƭƻŎŀƭ 

folder options on your machine! All settings, checkboxes and options are there. If you know the pain 

ǘƻ ŘŜǇƭƻȅ ǘƘƛǎΣ ȅƻǳΩƭƭ ƭƻǾŜ treferences! 

Internet Explorer Settings  
aŀƴŀƎƛƴƎ LƴǘŜǊƴŜǘ 9ȄǇƭƻǊŜǊ ƛǎ ŀ ƭƛǘǘƭŜ ǘǊƛŎƪȅΦ bƻǘ ƻƴƭȅ ǘƘŜ ǘǿƻ ƳƻŘŜǎ άLƴǘŜǊƴŜǘ 9ȄǇƭƻǊŜǊ aŀƛƴǘŜƴŀƴŎŜέ 

ŀƴŘ άLƴǘŜǊƴŜǘ 9ȄǇƭƻǊŜǊ tǊŜŦŜǊŜƴŎŜέ ŀǊŜ ŘƛŦŦƛŎǳƭǘ ǘƻ ǳƴŘŜǊǎǘŀƴŘΣ ǘƘŜ ŀǇǇƭƛŎŀǘƛƻƴ ƻǊ ƴƻƴ-application is a 

chapter of its own. Thinking of the underlying architecture, IE5 and IE6 settings are still managed 

http://technet.microsoft.com/en-us/library/cc748940.aspx
http://technet.microsoft.com/en-us/library/cc748940.aspx


with some code from the IEAK 4 engine which has come into years now. Not a really good base to 

build on. 

Group Policy Preferences can do it better: User Configuration\ Control Panel Settings\ Internet 

Settings\ . 

 

  

Note that the colored underlining again needs to be green in order to have settings successfully 

applied by clients. For more on that, see the last paragraph. 

Setting local Administrator Passwords /Administering local users and 

groups  
There are numerous ways to edit the local administrator account and set a new password but ς how 

ƎƻƻŘ ŀǊŜ ǘƘŜȅΚ hƴŜ ŎƻǳƭŘ ǘƘƛƴƪ ǘƘŜ ŜŀǎƛŜǎǘ ǿŀȅ ǘƻ ǎŜǘ ŀ ƴŜǿ ǇŀǎǎǿƻǊŘ ŦƻǊ ά!ŘƳƛƴƛǎǘǊŀǘƻǊέ ƛǎ ŎǊŜŀǘƛƴƎ 

a computer startup sŎǊƛǇǘ ŀƴŘ ŎƘŀƴƎŜ ƛǘ ǳǎƛƴƎ άb9¢ ¦{9w !ŘƳƛƴƛǎǘǊŀǘƻǊ ΧέΦ ¢ƘŜ ŘƻǿƴǎƛŘŜ ƘŜǊŜ ƛǎ ǘƘŀǘ 

ς with all scripting ς they can be read by the Everyone principal or at least a authenticated users. Be 

careful with those scripts, as the password is provided in clear text there. You better use the 

aƛŎǊƻǎƻŦǘ {ŎǊƛǇǘ 9ƴŎƻŘŜǊ ǘƻ άƘƛŘŜέ ǘƘŜ ŜƴǘƛǊŜ ǎŎǊƛǇǘ ŦǊƻƳ ǘƘŜ ǳǎŜǊ ƻǊ ǳǎŜ ŀ ǘƻƻƭ ǘƘŀǘ ŎƘŀƴƎŜǎ ǘƘŜ ƭƻŎŀƭ 

admin passwords from a central place by connection to each machine individually (like pspasswd: 

http://technet.microsoft.com/en-us/sysinternals/bb897543.aspx). Keep in mind that this requires 

that the machines are up and running when you run a tool like this. 

In our Preference case, we can use them to manage the local Administrator password. Of course the 

password gets saved somehow on the SYSVOL share too, but is secured by a 256bit AES encryption ς 

ǎƻ ǇŜƻǇƭŜ ŎŀƴΩǘ Ƨǳǎǘ ǊŜŀŘ ǘƘŜ ŎƭŜŀǊ ǘŜȄǘΦ ¢Ƙŀǘ ōǊƛƴƎǎ ǎŜŎǳǊƛǘy in there. In Computer 

Configuration\ Preferences\ Control Panel Settings\ local users and groups we can do that. Choosing 

άbŜǿέ ŀƴŘ άƭƻŎŀƭ ¦ǎŜǊέ ŦǊƻƳ ǘƘŜ ŎƻƴǘŜȄǘ ƳŜƴǳ ƭŜǘǎ ǳǎ ǇǊƻŎŜŜŘΦ 

 

http://technet.microsoft.com/en-us/sysinternals/bb897543.aspx


 

!ǎ ǎƘƻǿƴ ƛƴ ǘƘŜ ǇƛŎǘǳǊŜΣ ǿŜ Ŏŀƴ ǳǎŜ ǘƘŜ ǇǊŜŘŜŦƛƴŜŘ ά!ŘƳƛƴƛǎǘǊŀǘƻǊ όōǳƛlt-in) to accomplish our goal. 

We can provide the new password and adjust the check boxes at the bottom just as we wish. Only 

ƳŀƪŜ ǎǳǊŜ ȅƻǳ ŘƻƴΩǘ Ƙƛǘ ǘƘŜ ά!ŎŎƻǳƴǘ ƛǎ ŘƛǎŀōƭŜŘέ ŎƘŜŎƪōƻȄ ƻǊ ά/ƘŀƴƎŜ ǇŀǎǎǿƻǊŘ ŀǘ ƴŜȄǘ ƭƻƎƻƴέ ōƻȄ 

ς as these might bit you back ;-) Remember adjusting local services that might run with 

ά!ŘƳƛƴƛǎǘǊŀǘƻǊέ ŎǊŜŘŜƴǘƛŀƭǎ ƻƴ ǘƘŜ ōƻȄŜǎ ŀƴŘ ƳƛƎƘǘ Ŧŀƛƭ ǘƻ ǎǘŀǊǘ ƛŦ ǘƘŜ ǇŀǎǎǿƻǊŘ ƛǎ ŎƘŀƴƎŜŘΦ 

Regional Options  
Another topic that, until now always involved the creation of custom ADM templates and the 

ŎǊŜŀǘƛƻƴ ƻŦ ǎŎǊƛǇǘƛƴƎΣ ƛǎ άǊŜƎƛƻƴŀƭ ƻǇǘƛƻƴǎέΦ If you missed setting the regional options settings in your 

images or set it wrong, you may get into trouble as different countries have different formatting-

characters or different date and time formatting. 

User Configuration\ Preferences\ Control Panel Settings\ Regional Options 

 



 

[ƻƻƪ ŀǘ ǘƘŜ ¦LΚ 5ƻŜǎ ƛǘ ƭƻƻƪ ŦŀƳƛƭƛŀǊΚ LƴŘŜŜŘ ƛǘ ŘƻŜǎΗ ¢ƘŜ ǿƘƻƭŜ ¦L ƻŦ ǘƘŜ άwŜƎƛƻƴŀƭ hǇǘƛƻƴǎέ ǎŜǘǘƛƴƎ 

in the Control Panel got copied so that you can configure this preference setting as you would with a 

live machine in front of you. Keep in mind that, again, there are red/green lines under the settings. 

¸ƻǳ ǎƘƻǳƭŘ ŎƘŜŎƪ ǘƘŜ άDǊŜŜƴ ŀƴŘ ǊŜŘ ƭƛƴŜǎ ǳƴŘŜǊ Ƴȅ ƻǇǘƛƻƴǎέ ǎŜŎǘƛƻƴ ōŜƭƻǿΦ  

Creating Files and Folders on client machines  
User Configuration\ Preferences\ Windows Settings\ Files and User 

Configuration\ Preferences\ Windows Settings\ Folder lets you create files and folders on the target 

machines and set the file attributes άŀǊŎƘƛǾŜέΣ άǊŜŀŘ ƻƴƭȅέ ŀƴŘ άƘƛŘŘŜƴέΦ ¸ƻǳ Ŏŀƴ ŀƭǎƻ ǳǎŜ ǘƘŜǎŜ 

Preferences to copy files and folders off a network share to the clients. You can also dictate that files 

that are already located on the target system will be replaced or deleted. 

¸ƻǳ ǊŜŀƭƭȅ ŘƻƴΩǘ ƴŜŜŘ ŀ ǎŎǊƛǇǘ ŦƻǊ ǘƘƛǎ ŀƴȅƳƻǊŜΦ bƻ ƳƻǊŜ ŎƻǇȅƛƴƎ Ŧƻƴǘ ŦƛƭŜǎ and updated HOSTS files 

Ƴŀƴǳŀƭƭȅ ƻǊ ǳǎƛƴƎ ŀ ǎŎǊƛǇǘΦ bƻ ƳƻǊŜ ǎŎǊƛǇǘƛƴƎ ǳǎƛƴƎ άLC 9·L{¢έ ǘƻ ŎƘŜŎƪ ǿƘŜǘƘŜǊ ŀ ŦƛƭŜ ŀƭǊŜŀŘȅ ŜȄƛǎǘǎ ƻƴ 

a target system. You can even check with Preferences if the file in the right version and date is 

present on the client ς remember item-level targeting! 



 

 

Creating Shortcuts on client machines  
L ƘŀǘŜŘ ŎǊŜŀǘƛƴƎ ǎƘƻǊǘŎǳǘǎ ƻƴ ǳǎŜǊǎΩ ŘŜǎƪǘƻǇǎΦ ¢ƘŜȅ ǿŜǊŜ ƴƻǘ Ŝŀǎȅ ǘƻ ƳŀƴŀƎŜ ŀǎ ȅƻǳ ŀƭǿŀȅǎ ƘŀŘ ǘƻ 

ǎŎǊƛǇǘ ǘƘŜƳΦ ²ƘŜƴ ƛǘ ŎƻƳŜǎ ǘƻ ŀƭǘŜǊƛƴƎ ŀ ǎƘƻǊǘŎǳǘ ƭŜǘΩǎ ǎŀȅ ŀ ǎƘƻǊǘŎǳǘ ǘƻ ŀƴ ƛƴǘǊŀƴŜǘ ǿŜōǎite that 

changed or an application on some app server moved. If you feel with me, the following Preference is 

for you: 

User Configuration\ Preferences\ Windows Settings\ Shortcuts. 

You can create shortcuts at the following locations: 

 


