10 things Group Policy Preferences can
do better than your current script!

By Florian Frommherz

September 5th, 2008
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Overview
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implement or require heavy scripting action. Some of them even require you to import some registry
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To get around these issues, we can use Group Policy Preferences with 21 new Client Side Extensions
that implement a heck of functionality we were missing until now. The perquisites and requirements

can be found herehttp://support.microsoft.com/kb/943729 You basically need to download and

install the Client Side Extensions on all target machines. Additionally, you need a management

station with Server 2008 installed (meeabserver is sufficient) or a Vista SP1 machine with RSAT
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This article is (hopefully) about what Group Policy Preferences can do and how they can help you
minimize overall scripting in your environment.

Drive Mappings

One of the things every administrator under us certainly created once in his career is drive mappings.
Drive mappings help users place their documents on the same server with the same drive lletter al
the time. We usually map drive using scripts, lidgananasimportant documentsand provide

special drive letters to them so people can use them like their local drives. For a batch file, we could
simply use

NET USE \\Wanamas \important document so /persistent:no
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what if we wanted to filter the sharing a little bit? What if we wanted to have a couple of shares
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This is where Preferences can help. Unidser ConfiguratiohPreferencesWindows SettingsDrive

Mapswe can find the corresponding Preferersmttings{ St SOGAYy 3 abSégé¢ FNBY (KS
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understand. It sometimes is a 100% copy of the Ul in WindgagtMeels like you would configure

some settingsy G KS € 20Ff YIOKAYS® ¢KFEiQa Fy20KSNJ KAy 3


http://support.microsoft.com/kb/943729
file:\\bananas\important%20documents
file:\\bananas\important
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Creating a drive mapping is boring the same way it is using a script. It gets interesting as soon as we

try to implement the filter criteria based on which we want the share mapped. Prefesecan do

thiswithitemf S@St G NBSGAYy3Id ¢KS (0 & H25MRAy &0 KNS (A yTEK
button you can push. That opens up a sort of formula editor we can use to create a filter. Machines

that are in the scope of your Group Policighwthis Preference will use that filter to evaluate whether
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it: based on security group membership and operating system of the client.
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Power options
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to default to hibernation or sleep mode (sd#tp://technet.microsoft.com/en

us/library/cc748940.aspxAgain, we can use Preferences that come with a very common Ul we all

know: Computer ConfiguratiohPreferencesControl PaneBettings Power Optiondets you create

Power options and Power scheme preferences.

Mew Regional Options Properties @
Regional Options Mumnbers Currency I Time I Date I Common |

Sample

Positive:  123.4556.739,00 Megative: -123.45&.789,00
Decimal symbal: , -
Mo, of digits after decimal: lz vJ
Digit grouping symbol; . -
Digit grouping: l123.456. 789 - J
Megative sign symbal: 1 -
Megative number format: [-1,1 vJ
Display leading zeros: lU,? 'J
List separatar: K -
Measurement system: [Metric b J

[ 0K ] [ Cancel I I Apply J [ Help ‘
Notice that some settings have a green underine K 4 Qa | aLISOAlFf FSFudzZNE 27
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Folder Options

Making hidden folders visible? Making system files visible to users? Not as easy as you might think, if
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want to roll this out with a registry import script, do you? Another one for Prefereri@esiputer

configuration\ PreferencesControl Panel Setting$-older Optionggives yu the chance to configure
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folder options on your machine! All settings, checkboxes and options are there. If you know the pain
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Internet Explorer Settings
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chapter ofits own. Thinking of the underlying architecture, IE5 and IE6 settings are still managed


http://technet.microsoft.com/en-us/library/cc748940.aspx
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with some code from the IEAKe#ginewhich has come into years now. Not a really good base to
build on.

Group Policy Preferences can do it bettdser ConfiguratiohControl Panel Setting$nternet
Settingy.

Mew Internet Explorer 7 Properties @ Tempaorary Internet Files and History Settings @
General |Securit5-I | Privacy | Connections I Programs | Advanced | Commcn| Temporary Internet Files
Home page Internet Explorer stores copies of webpages, images, and media
for faster viewing later.
To create home page tabs, type each address on its own line.
e Check for newer versions of stored pages:
-
" Every time I visit the webpage
______________________________________________ i (" Every time I start Internet Explarer
™ Automaticall
| Use blank | = Y
£ N
Browsing history T
Disk space to use (8 - 1024MB): 50 3‘
| Delete temporary files, history, cookies, saved passwords, (Recommended: 50 - 250ME) =
¥ ) and web form information.
| Settings | Current location:
Search |_
""ﬁ“ Change searchdefaults.  sethngs || (|| | T T
-
& Move folder...

Change how webpages are displayed in Settings History
tabs.

Specify how many days Internet Explorer should save the list

Appearance of websites you have visited.

Days to keep pages in history: 20 El:
| | | Accessibility | ¥ £=ep pag Y
[ OK ] [ Cancel ] Apply OK | Cancel |
p—————————————————— L

Note that the colored underlining again needs to be green in order to have settings successfully
applied by clients. For more on that, see the last paragraph.

Setting local Administrator Passwords /Administering local users and

groups

There are numerous ways to edit the local administrator account and set a new passwartdat
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¢ with all scriptingg they can be read by the Everyone principal oleast a authenticated users. Be
careful with those scripts, as the password is provided in clear texethYou better use the
aAONRa2F0d {ONRLII 9YO2RSN)I 2 aKARSé GKS SydaANB
admin passwords from a central place by connection to each machine individually (like pspasswd:
http://technet.microsoft.com/enus/sysinternals/bb897543.aspxX¥Keep in mind that this requires

that the machines are up and running when you run a tool like this.
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In our Preference case, we can use them to manage the local Administrator password. Of course the
password gets saved somehow on the SYSVOL share too, but is secured by a 256bit AES encryption
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Configuration Preference$sControl Panel Settingsocal users and groupae can do that. Choosing
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http://technet.microsoft.com/en-us/sysinternals/bb897543.aspx

New Local User Properties ﬁ

Local User | Common

g Action: [Update v]

User name: Administrator (built-in) - G
Rename to:

Full name:

Description:

Password: sessssssnnes

Confirm Password: esssssssssss

[] user must change password at next logon
[] User cannot change password

|:| Password never expires

[ Account is disabled

Account never expires

13.09.2008

[ 0K ] [ Cancel ] [ Apply ] ’ Help ]
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We can provide the new password and adjust the check boxes at the bottom just as we wish. Only
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¢ as these might bit you back Remember adjusting local services that might run with
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Regional Options

Another topic that, until now always involved the creation of custom ADM templates and the
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images or set it wrong, you may get into trouble as different countries have different formatting
characters or different date and time formatting.

User ConfiguratiohPreference$sControl Panel Settings&kegional Options



MNew Regional Options Properties Iﬁ

Regional Options Numbers Currencylﬁme |Date |Common|

Sample

Positive:  123.456.789,00 Megative: -123,456,739,00

Decimal symbol:

Mo. of digits after decmal:

Digit grouping symbaol:
Digit grouping:

Megative sign symbol:
Megative number format:
Display leading zeros:

List separator:

Measurement system:

[ OK ] ’ Cancel ]
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in the Control Panel got copied so that you can configure this preference sastiygu would with a

live machine in front of you. Keep in mind that, again, there are red/green lines under the settings.
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Creating Files and Folders on client machines

User Configration\ Preference§Windows SettingsFilesand User

Configuration PreferencesWindows SettingsFolderlets you create files and folders on the target
machines and set the file attributés | NOKA @S¢ %X GNBIR 2yfeéé FyR GKARRS
Preferences to copy files and folders off a netwdrlre to the clients. You can also dictate that files

that are already located on the target system will be replaced or deleted.
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a target system. You can even check with Preferences if the file in the right version and date is

present on the client remember itemlevel targeting!



Mew File Properties l&]
General | Common

@? Action: |Replace j
Source file(s): | \\peaches\. NET Dateien‘Accessbility.dll
Destination File: | C:\Windows\Microsoft.NET\Frameworkw2.0.! ...
I Suppress errors on individual file actions

Attributes

™ Read-only

Iv Hidden

Iv Archive

1
0K ] [ Cancel ] [ Apply ] [ Help

Creating Shortcuts on client machines
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changed or an application on some app server moved. If you feel with me, the following Preference is

for you:

User ConfiguratiohPreference$Windows SettingsShortcuts

You can create shortcuts at the following locations:



